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Forgot Email/Password 

The Reset Credentials User Guide provides clear step-by-step instructions to help you 

successfully reset your account email address and password. This guide covers the process for 

updating your credentials, whether you want to change your email or password, or if you have 

forgotten any of your login details. You can reset your credentials from the dashboard screen 

and/or from the sign-in page. By following the instructions in the sections below, you will be able 

to securely update your account information.  

There are mandatory fields marked with asterisks (*). These fields must be completed to 

proceed.  

1. Retrieve Email Address - Sign-in page 

This section guides you through the steps to retrieve your KYID account’s email address 

from the sign-in page. In case you have forgotten your email, you can retrieve it by 

following the steps below.  

1. Click the Forgot email link on the sign-in page. 
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On the To recover your primary email, we need to verify your identity screen, select 

one of the options to verify your identity: Verification code on mobile number, Verification 

code to alternate email, Verification by remote identity proofing, or Call the KYID help 

desk. 
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1.1 Mobile Number Verification 

If you have registered your mobile number to your KYID account, you may select to verify 

your identity by receiving a phone call or text message. 

1. Select Verification code on mobile number.  

2. Click Next. 
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3. Enter your mobile number in the Mobile number* field. 

4. To verify your mobile number, select one of the following options to receive the 

verification code on your selected mobile number: 

• Text message: Receive a code via SMS. 

• Voice call: Receive a code through a phone call. 

5. Click Next. 
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6. Enter the six-digit code in the Enter verification code* field. Note that the code 

expires after five minutes. You must enter the code before it expires. 

7. After entering the code, click Verify to proceed. Upon successful verification, a 

success message appears. If you need a new code sent to your mobile device: 

a. Select the text message link to receive a new code via text message in case the 

code expires, or you have not received it. 

b. Select the voice call link in case you prefer to receive the code via a voice call. 

 

 

 

 

 

 

 

 

 

 

 

###-###-#### 
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8. The email address that is associated with your phone number will display the first and 

last two letters of the email address. You may click Sign in to be directed back to the 

login screen. 

 

 

If the phone number provided is not associated with a KYID account, KYID will prompt you 

to either retry another recovery method or create a KYID account. 
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1.2 Verification Code to Alternate Email Address 

If you have registered an alternative email address to your KYID account, you may select 

to verify your identity by receiving a verification code to alternate email. 

1. Select Verification code to alternate email on the recovery screen.  

2. Click Next to proceed. 
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3. Enter the email in the Alternate email* field. 

4. Click Next to proceed. 
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The Verify your email popup displays. A six-digit verification code is sent to your 

alternate email address. 

5. Enter the six-digit code in the Enter code* field. Note that the code expires after 10 

minutes. 

6. After entering the code, click Verify to proceed. Upon successful verification, a success 

message is displayed. 

a. Click the Resend code link to receive a new code in case the code expires after 10 

minutes, or you have not received it. 

b. Click the Use a different email link in case you wish to use a different email 

address. 
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The We found your account screen is displayed when the email associated with the 

alternate email you provided is found in the system. If the provided alternate email is 

associated with multiple emails in the system, then all the associated emails will be listed 

on this screen in a masked format. 

7. Click the Sign in button to proceed to sign in to your account with the primary email 

address that is associated with the alternate email address. 
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If the alternate email address is not associated with any primary email, then the We did 

not find an associated primary email screen is displayed. Here, you may select Retry 

another method to go back to select from the other available verification options. 

Alternatively, if you could not find your primary email, then you may create a new account 

by selecting the Create a KYID account link on this screen. 
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1.3 Verification by Remote Identity Proofing 

If you select Verification by remote identity proofing option, then you will be asked to 

answer a few security questions which will be linked to your email to verify your identity 

and find your account. 

1. Select Verification by remote identity proofing on the recovery screen. 

2. Click Next.  
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You will be taken to the Personal Information screen. Here you will be able to validate 

your account with your personal details. 

3. Under the Basic information section, enter relevant data in the following fields. 

• Legal first name* 

• Legal middle name 

• Legal last name* 

• Suffix 

• Gender* 

• Date of birth* 

• Social security number / Individual Taxpayer Identification Number

  



 

 
 

4. Under the Home address section, enter relevant data in the following fields. If you do not 

have a home address, you may select the I don’t have a home address checkbox. You are 

required to provide the city and state where you primarily reside: 

• Address 1* 

• Address 2 

• City* 

• State* 

• Zip code* 

• County  

5. Under the Contact section, your primary email field is prepopulated. Enter a valid Mobile 

Number as an optional step in the Mobile Number field. 

6. Click the I have read, understand, and agree to the above terms and conditions 

checkbox. 

7. Click Next to proceed. 

Please note: While your social security number (SSN) is optional, it is encouraged to enter 

it for verification purposes. Your SSN will not be disclosed without your consent or unless 

required by law. 

 

If you do not provide your SSN, you will be shown a pop-up, encouraging you to provide 

it. You may click No, continue to continue to the next screen. 
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8. The Answer a few questions screen displays to verify your account. Select appropriate 

options against each question. The questions are individualized to the user and are based 

on personal and financial history.  

9. Click Next to proceed. 
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10. The email address that is associated with your phone number will display the first and last 

two letters of the email address. You may click Sign in to be directed back to the login 

screen. 
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1.4 Call KYID help desk Option 

If you select Call the KYID help desk option, then the KYID help desk email and phone 

number details will be displayed. You can then reach out to support email address 

KYIDHelpdesk@ky.gov or call 502-564-0104 Option 2 to recover your email address. 

 

 

 

 

 

 

 

 

 

 

 

 

 

mailto:KYIDHelpdesk@ky.gov
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2. Update Email Address from Dashboard 

This section guides you through the steps to reset your KYID account’s email address from 

the dashboard screen.  

1. Login to the KYID platform. 

 

2. Click the drop-down arrow next to your Name at the top right corner of the screen. 
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3. Select the My account option from the drop-down menu. 

 

4. Prior to accessing the My Account page, you are required to complete multifactor 

authentication (MFA). The options provided will be determined based on which 

MFA you have set up on your KYID Account. Select the MFA option you would like 

to complete. 

 

5. Click Next and follow your MFA prompts. 
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6. Click the Login & Security tile on My account screen. 

 

 

 

7. On the Login & security page, click Update against Primary email, under the Login 

details section, to update your email address. 

  

Please note: On the My account screen, the Personal Information, Login & security, 

Verified Pre-Requisites, and Account activity tiles are visible for all Users by default. 

Other tiles will be populated depending on the User roles or access rights assigned to 

them. 
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8. Enter the new email address in the New primary email* field. 

9. Enter the same email address in the Confirm new primary email* field. 

10. Click Continue. 

 

 

 

  

Please note: The Name and the Current primary email fields are auto populated on 

this screen. When entering your new email address, ensure that both the New primary 

email and the Confirm new primary email fields contain a valid and identical email 

address. You cannot copy and/or paste the text in these fields. If the email addresses 

entered do not match, the system will display an error message indicating the mismatch 

and the Continue button will be disabled. 

You may select Exit update primary email or the Back button to exit the Update your 

primary email screen. 
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The Verify your email popup displays. As the next step in the reset credentials process, 

you need to verify your email. A six-digit verification code is sent to your registered email 

address. 

11. Enter the six-digit code in the Enter verification code* field on the Verify your email 

screen. Note that the code expires after 10 mins. Ensure that you enter the code 

before it expires. 

12. After entering the code, click Verify to proceed. Upon successful verification, a 

success message will appear. 

a. Click the Resend verification code link to receive a new code in case the code 

expires, or you have not received any code. 

b. Click the Use a different email link in case you want to use a different email 

address to reset your email address. 
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13. Your email is now updated. A confirmation message appears on the screen stating 

that the primary email is now updated. Once the primary email is updated, you get a 

notification on both your old and new email accounts. 
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3. Forgot Password from the Sign-in page 

This section guides you through the steps to change your KYID account password if you 

have forgotten it. You can reset your password from the sign-in screen by following the 

steps below.  

1. On the Sign-in screen, enter your email address in the Email* field. Select the 

checkbox of the I consent to the System Notice, and then click Next. 
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2. On the next screen, select the Forgot password link displayed on this screen. 

 

 

3. You will be redirected to a password recovery screen. On the Enter your primary 

email screen, your primary email address will be prepopulated in the primary 

email* field. Click Next. 
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Before you reset your password, you are required to complete multifactor authentication. 

4. On the Select a method to authenticate, choose your desired authentication 

option. 

5. Click Next and follow the prompts based on your selection to the Create Password 

screen. 

 

 

 

  

Please note: You may select the other options available as per your previous settings. If 

you are an external user trying to reset your account, you will be asked to verify your 

account by using one of the above mentioned MFA methods (e.g., Authenticate with 

device app, Send verification code to mobile phone, Send verification code to my primary 

email and alternative email, or Verification by remote identity proofing). 
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6. On the Create a password screen, enter the desired password in the Password* 

field. 

7. Enter the same password in the Confirm password* field. 

8. Click the Reset password button. 

 

 

 

Please note: The new password: 

• must have at least 8 characters, 

• must have at least one lowercase letter, 

• must have at least one uppercase letter, 

• must have at least one numeric digit, and 

• must have at least one of the following special characters: #@-!_$|~*? 

If all the above criteria for a strong password are met, then the Reset password button 

will be enabled. 
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9. Once the password is successfully changed, the Your password has been updated 

screen will be displayed. You may now log in with your new password. 
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4. Change Password from Dashboard 

This section guides you through the steps to change your KYID account’s password from 

the dashboard screen. 

1. Login into the KYID platform. 

 

 

2. Click the drop-down arrow next to your Name at the top right corner of the screen. 
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3. Select the My account option from the drop-down menu. 

 

4. Prior to accessing the My Account page, you are required to complete multifactor 

authentication (MFA). The options provided will be determined based on which 

MFA you have set up on your KYID Account. Select the MFA option you would like 

to complete. 

5. Click Next and follow your MFA prompts. 
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6. Click the Login & Security tile on My account screen. 

 

 

7. On the Login & security page, click Update against Password, under Login details, 

to update your password. 

 

 

 

 

 

 

Please note: On the My account screen, the Personal Information, Login & security, 

Verified Pre-Requisites, and Account activity tiles are visible for all Users by default. 

Other tiles will be populated depending on the User roles or access rights assigned to 

them. 
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8. Enter your current password in the Current password* field. 

9. Enter the new password in the New password* field. 

10. Enter the same matching password in the Confirm new password* field. 

11. Click Continue. 

 

 

 

 

 

 

 

Please note: The new password: 

• must have at least 8 characters, 

• must have at least one lowercase letter, 

• must have at least one uppercase letter, 

• must have at least one numeric digit, and 

• must have at least one of the following special characters: #@-!_$|~*? 

If all the above criteria for a strong password are met, then the Continue button will be 

enabled. 
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Your password is now updated. A confirmation message appears on the screen 

stating that the password is successfully updated. 

 

 

 


