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Update Account Information 

The Updating Account Information Quick Reference Guide provides clear, step-by-step 

instructions to help you efficiently review and modify your personal details from the KYID 

Dashboard. Keeping your account information up to date is essential for maintaining secure and 

accurate access to systems and services. By following the instructions in the sections below, you 

will be able to successfully update your account information.  

1. Personal Information 

Perform the following steps to update your personal information on the KYID account. You 

can edit information such as your name, address, and contact details. 

On successfully logging in to the KYID portal, the My Dashboard screen displays. 

1. On the My dashboard screen, click your username drop-down arrow. 

2. Select the My Account option from the menu. 
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3. Prior to accessing the My Account page, you are required to complete multifactor 

authentication (MFA). The options provided will be determined based on which 

MFA you have set up on your KYID Account. Select the MFA option you would 

like to complete. 

4. Click Next and follow your MFA prompts. 
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The My account screen displays. This screen is a central hub for managing various aspects of 

your KYID account. It provides access to several key functionalities that keep your account 

secure, up-to-date, and configured.  

The following tiles are displayed by default for all users: 

• Personal Information 

Purpose: Allows you to view and update your personal details that verify your identity. 

Usage: You can edit information such as your name, address, and contact details. 

• Login & Security 

Purpose: Manage your account settings, including password and multi-factor 

authentication (MFA) methods. 

Usage: Update your password and set up MFA to enhance account security. 

• Account Activity 

Purpose: View the activity on your account. 

Usage: Monitor recent logins, changes made to your account, and other relevant 

activities. 

• Verified Pre-requisites 

Purpose: View pre-requisites that you have completed. 

Usage: Check off completed tasks or requirements necessary for certain account 

functionalities.  

This tile is dependent on your user role and access to certain applications. 
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5. Click the Personal information tile to begin updating your personal information. 

 

 

  

Please note: Along with these four tiles that you see on the My Account screen, several 

other tiles like Delegates may be available. However, these are user specific tiles and 

may not be applicable for all users. 
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The Personal Information section displays. This step enables you to add or update your 

basic personal details like, name, date of birth, address, and contact information. Some 

fields may be already populated based on the details you may have provided while 

creating your KYID account. 

6. Click Update to proceed. 
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Before you can update your personal details, you will be prompted to complete a remote 

identity verification process. This process is designed to confirm your identity and ensure 

account security. During verification, you may be presented with a series of multiple-choice 

questions. Please answer all questions to successfully verify your identity and proceed with 

updating your information. 

7. If desired, on the Personal information screen update your information in the 

Basic information section. 

 

 

 

Please note: While your social security number (SSN) is optional, it is encouraged to 

enter it for verification purposes. Your SSN will not be disclosed without your consent or 

unless required by law. 

 

If you do not provide your SSN, you will be shown a pop-up, encouraging you to provide 

it. You may click No, continue to continue to the next screen. 
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8. If desired, on the Personal information screen update your information in the 

Home address section. 

9. The Contact option automatically shows your primary email address and mobile 

number(s) associated with your account. If you need to update your primary email 

address or mobile number, please refer to the Login & Security section. 

 

 

 

 

 

 

 

 

 

 

 

 

Please note: If you are updating your mobile number to a new, non-verified mobile 

number, you’ll be prompted to complete verification for your new number.  
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a) If you do not have a mobile number and want to add a mobile number, enter 

your mobile number in the Mobile Number field.  

b) Click the I have read, understand, and agree to the above terms and 

conditions checkbox. 

c) Click Next to verify your mobile number. 
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d) On the Provide your mobile number screen, verify your mobile number. 

e) Select your preferred method to receive the verification code. A six-digit 

verification code is sent to the mobile number you provided. 

f) Click Next. 
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g) Enter the code sent to your mobile number. The code expires after 5 minutes. 

You must enter the code before it expires or click the Resend verification code 

by text message or voice call option. 

h) Click Verify to confirm your mobile number and be taken back to the Personal 

Information screen and a confirmation banner displays. 
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1.1 Organ Donor Registration 

1. Under the Organ donor section, click Register to register yourself as an organ donor or 

to check for your registration status. 
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The Organ Donor registration form displays allowing you to register yourself as an organ 

donor. This is additional information and is completely optional. 

2. Your information will be pre-populated in the Organ Donor form screen. Please review 

your information for accuracy. 
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3. Enter your driver’s license number or state ID number in the Drivers License or State ID* 

field. 

4. Click the I have read, understand, and agree to the above terms and conditions 

checkbox. 

5. Click Register. 

 

 

  

Please note: Once you click Register, you will receive a confirmation message, informing 

that the registration is successful.  
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2. Update Login & Security Information  

The Login & Security tile enables you to update your account's primary email and password, 

enroll in MFA, add or remove account recovery and multi-factor authentication (MFA) 

methods, and options to delete your account on KYID. 

2.1. Login details Section 

1. Navigate to the My account and then select the Login & Security tile.  
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2. The Login & Security screen displays. Under the Login details section, you can 

review and update your Primary email and Password. You may select the 

respective Update button against the Primary email and/or password to modify 

that detail. 

 

Refer to the Reset Credentials User Guide to learn more about resetting the email and/or 

password via dashboard. 
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2.2. Multi-factor authentication (MFA) application enrollment 

If you would like to add or manage MFA on your KYID account, scroll down to the Multi-

factor authentication (MFA) enrollment section on the Login & Security screen.  

1. Click the Yes, I would like to enroll for MFA checkbox. 

2. Click Save. 

 

3. Scroll down to the Account Recovery and MFA section and click + Add method to 

add your preferred MFA verification methods. 

 

 



 
 

KYID Updating Account Information | 19 

 

 

4. The Select a multi-factor authentication (MFA) method screen displays. There 

are two options to authenticate your information: Authenticator application and 

Mobile phone. Select the Authenticator application option to download an 

authenticator application. 

5. Click Next to proceed. 

 

 

Prerequisites: Before you begin, confirm you have access to your primary email, and a mobile 

device with one of the following authenticator apps installed: 

A. ForgeRock Authentication application 

B. Microsoft Authentication application 

C. Google Authentication application 

D. Symantec VIP application 

 

Please note: Users can add up to three (3) mobile phone numbers for verification and up to 

four (4) authenticator applications  

Please note: You can only have one push notification method and one one-time password 

(OTP) method configured at a time. For instance, if you have set up ForgeRock Push 

Notifications, you cannot enable Google Push Notifications simultaneously. Similarly, if 

Google OTP is active, ForgeRock OTP cannot be configured at the same time. To switch to a 

different MFA method, first remove the existing method from the Account Recovery and 

MFA section, then select and add your preferred application. 

4 

5 
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A. ForgeRock Authenticator 

The ForgeRock Authenticator app enhances your KYID account security by 

generating one-time passcodes or sending push notifications to your device. During 

the MFA setup process, you can configure the app to authenticate using either push 

notifications or time-based codes. Once registered through the KYID portal, 

ForgeRock Authenticator will be available as an authentication method. When 

signing in, you may be prompted to verify your identity using a push notification or 

a code generated by the ForgeRock app. 

1. Select ForgeRock Authenticator on the Would you like to enroll for another 

method? screen. 

2. Click Next to proceed. 
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On the Select how to authenticate screen, two checkboxes are available: Push 

notification checkbox or the One-time verification code. Push notification 

checkbox can be selected to receive a notification on the mobile device with the 

options Allow or Deny. You can select Allow on your mobile device and proceed 

with the authentication or you can select Deny if you do not wish to proceed with 

this authentication method. One time verification code checkbox can be selected 

to receive a verification code that is generated in the app on your registered device. 

2.1. Push notification option: 

a. Select Push notification checkbox. 

b. Select Next. 
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c. Follow the instructions displayed on the Set up your ForgeRock Authenticator 

App screen to download the ForgeRock application on your device. Scan the QR 

code displayed on the screen. Do not scan the QR code in the document. 

d. Once the scan is successful, the Next button with be enabled. Click the Next button 

to continue. 

 

 

 

 

 

 

 

 

Please note: If you are performing the authentication steps on a device, then you may select 

the I’m on a mobile device link that is displayed above the QR code. A pop-up will appear 

trying to open the ForgeRock Authenticator application. Click Allow on the pop-up message. 

Then, click Accept in the ForgeRock Authenticator application. Reopen your browser on your 

mobile device and click next and continue from Step d. 



 
 

KYID Updating Account Information | 23 

 

e. On the Respond to your push notification screen, the system displays a loading 

screen, waiting for you to respond to the notification sent on your mobile app. Click 

Allow on the mobile device to proceed. 

 

 

 

  

Please note: In case you did not select any response, then Resend push notification 

link will be enabled. You can select this link to resend the notification or select the Back 

link to go to the previous screen to change the authentication method. 
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2.2. One time verification code option: 

a. Select One time verification code checkbox. 

b. Select Next. 

 

c. Follow the instructions displayed on the Set up your ForgeRock Authenticator 

App screen to download the ForgeRock application on your device. Scan the QR 

code displayed on your mobile device. Do not scan the QR code in this 

document. 

d. Once the scan is successful, the Next button with be enabled. Click the Next button 

to continue. 
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e. Enter the six-digit code sent to the device in the Enter verification code* field. 

f. Click Verify. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Please note: If you are performing the authentication steps on a device, then you may select 

the I’m on a mobile device link that is displayed above the QR code. A pop-up will appear 

trying to open the ForgeRock Authenticator application. Click Allow on the pop-up message. 

Then, enter the code shown in the ForgeRock Authenticator application into the verification 

field on your mobile device and continue with the Step f. 
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B. Microsoft Authenticator 

The Microsoft Authenticator app provides secure account access by generating 

time-based codes or sending push notifications to your device. By following the 

steps below, you can set up the app by scanning a QR code and completing 

verification with either a push notification or a code during the MFA configuration 

process. 

1. Select Microsoft Authenticator app on the Would you like to enroll for another 

method? screen. 

2. Click Next to proceed. 
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3. Follow the instructions displayed on the Set up your Microsoft Authenticator 

App screen to download the Microsoft application on your device. After the app is 

installed and ready, scan the QR code displayed on the Set up your Microsoft 

Authenticator app screen with the help of your mobile device. Do not scan the 

QR code in this document. 

4. Once the scan is successful, the Next button with be enabled. Click the Next button 

to continue. 

 

 

 

  

Please note: If you are performing the authentication steps on a device, then you may select 

the I’m on a mobile device link that is displayed above the QR code. A pop-up will appear 

trying to open the Microsoft Authenticator application. Click Allow on the pop-up message. 

Then, enter the code shown in the Microsoft Authenticator application into the verification 

field on your mobile device and continue with the Step 4. 
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5. In the Enter the verification code* field enter the code displayed on the 

authenticator app on your mobile device. 

6. Click Verify to proceed. 
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C. Google Authenticator 

The Google Authenticator app secures your account by generating time-based, 

one-time passcodes on your device. By following the steps below, you can set up 

the app by scanning a QR code or entering the code displayed during the MFA 

configuration process. 

1. Select Google Authenticator app on the Would you like to enroll for another 

method? screen. 

2. Click Next to proceed. 
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3. Follow the instructions displayed on the Set up your Google Authenticator App 

screen to download the Google application on your device. After the app is installed 

and ready, scan the QR code displayed on the Set up your Google Authenticator 

app screen with the help of your mobile device. Do not scan the QR code in this 

document. 

4. Once the scan is successful, the Next button with be enabled. Click the Next button 

to continue. 

 

 

 

  

Please note: If you are performing the authentication steps on a device, then you may select 

the I’m on a mobile device link that is displayed above the QR code. A pop-up will appear 

trying to open the Google Authenticator application. Click Allow on the pop-up message. 

Then, enter the code shown in the Google Authenticator application into the verification 

field on your mobile device and continue with the Step 4. 
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5. In the Enter the verification code* field enter the code displayed on the 

authenticator app on your mobile device. 

6. Click Verify to complete the verification. 
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D. Symantec VIP 

The Symantec VIP authenticator app enhances account security by generating 

unique, time-based security codes on your device. By following the steps below, 

you can set up the app by registering your device’s Credential ID and entering two 

consecutive codes from the app during the MFA configuration process. 

1. Select Symantec VIP on the Select an authenticator application screen. 

2. Click Next. 

 

 

 

 

 

 

 

 

 

Please note: If you have not yet installed the VIP Access app onto your machine or device, 

then you must download and install it by visiting the Symantec website at 

https://vip.symantec.com/ for the desktop version, the App Store for iPhone and iPad 

devices, or the Google Play for Android devices. 
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3. Open the Symantec VIP app and locate your unique Credential ID and the 

Security Code. 

 

4. Enter the Credential ID, which is displayed in the VIP Access app, in the Enter 

credential ID field on the Setup your Symantec VIP app screen in KYID. 

5. Generate two consecutive security codes in the VIP Access app. Enter the first 

security code in the Security Code 1 field. 

6. Wait for the code to refresh, then enter the second security code in the Security 

Code 2 field. 

7. Click Next to submit the codes and complete Symantec setup. 
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2.3. Multi-factor authentication (MFA) mobile phone enrollment 

1. Select the Mobile phone option to receive a verification code on your mobile number to 

authenticate your sign in activity. 

2. Click Next. 

 

 

 

 

 

 

 

 

 

 

 

 

Please note: The Security Code refreshes every thirty (30) seconds. If the second code 

expires before you click the Enroll button, enrollment will fail. You must then return to the 

VIP Access application to receive two new valid Security Codes. 



 
 

KYID Updating Account Information | 35 

 

3. On the Provide your mobile number screen, verify the country code* field is accurate. 

4. Enter your mobile number in the Mobile number* field. 

5. Enter your matching mobile number in the Confirm mobile number* field. 

6. Select the relevant option to get the verification code, either through a text or a voice call. 

7. Click Next to send the verification code either via text message or voice call. 
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8. Enter the verification code sent to your mobile device in the Enter verification code* 

field. 

9. Click Verify to complete the verification. 

 

 

Please note: The code expires in five (5) minutes. The retry limit is three (3), for 

resending verification code through text message or voice call; that includes one primary 

and two retries. If you provide an incorrect verification code for the third time, an error 

message will be displayed.  

You may click the Back link to go back to the previous screen. 
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2.4. Account Management 

If at any point you need to delete your KYID account, you may do so in the Account 

Management section. This action will permanently delete all associated access 

and data on your KYID account. This action cannot be undone. 

1. Scroll down to the Account management section. Select Delete account to delete 

your account. 

 

The Are you sure you want to proceed with Account Deletion? popup displays.  

2. To proceed with deleting your account, click Yes, delete account. This action will 

delete your account, and all related access will be terminated. You won't be able to 

log in or recover any data after this. 

You may select the No, go back link if you do not want to proceed with deletion. 

 

 

 

 

Please note: After clicking “Delete account,” your account and all data linked to it will be 

permanently deleted. Make sure to back up any important data before proceeding with 

deletion as this action cannot be reversed. 

 

 

 

. 


